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Abstract 
This paper proposes a new payment system which is 

based on ANSI X9.59-2006 and adds extra features on top 

of this standard. The X9.59 is an account based and 

consumer-oriented payment protocol. It utilizes the 

existing financial network and financial messages to 

complete the payment process. However, there are two 

main limitations in this standard. This paper provides the 

solution to solve the limitations by adding the merchant 

authentication feature during payment cycle and to 

eliminate the requirement of addenda records to be added 

in the existing financial messages. In addition, the paper 

provides other functions which are not presented in the 

X9.59 standard. Three simulation models have been built 

for the SET, X9.59 and the proposed system in order to 

analyze their performance and their levels of security.  
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1. Introduction 
 

To identify the success of an Internet payment system, 

a set of factors should be evaluated. There are four sets of 

criteria and weight [1]: Security, Cost, Convenience and 

Universality. Security features consist of Identification, 

Authentication, Confidentiality, Integrity and 

Non-reputation, should be included in a successful 

payment system. Factors such as ease of use, simplicity, 

implementation cost, deployment cost, etc. should also be 

considered as commercial issues. Secure Socket Layer 

(SSL) is the most commonly used protocol in 

E-Commerce but it is not a payment protocol. It only 

protects confidential data in the communication channel 

between the merchant and the consumer. The credit card 

number or information could be stolen in the merchant 

side during the payment process. Two types of payment 

protocols are used in the card-based payment system. The 

first type uses a virtual number instead of the actual credit 

card number during payment cycle. Example are First 

virtual, CCT [2], etc. The second one uses the actual 

credit card number with encryption mechanisms or PKI. 

Example are CyberCash [3], SET [4], iKP [5], VbV [6], 

etc. However, most of them have not fully utilize and 

integrate with the exiting financial payment infrastructure 

and they are not consumer-oriented payment protocol. A 

number of preparations and security requirements must be 

fulfilled before these protocols can be adopted by an 

ordinary merchant.  

 

1.1 Motivates of Account Based Digital Signature 

 

X9.59 [ 7 ] is an Account Based/Authority Digital 

Signature (ABDS) / (AADS) [8] payment systems defined 

in ANSI. The digital signature is based on the Public Key 

Infrastructure (PKI) and provides two major features, data 

integrity and non-reputation. Digital signature is a unique 

digest of the message encrypted with the sender’s private 

key. The receiver uses the sender’s public key in the 

signature verification process. In order to ensure the 

public key is safe to trust, a third-party Certificate 

Authority (CA) must be involved in the payment process. 

It is called the Certificate Based/Authority Digital 

Signature (CBDS) / (CADS) model because it uses 

certificate such as X.509 to transfer the public key 

between each participants. However, a complex certificate 

validation system is required in the CBDS for example the 

CA hierarchy model is used in the SET. Moreover, he 

certificate revocation list (CRL) is a major issue in the 

CBDS model. It is required to guarantee that the 

certificate itself has not expired or been revoked in 

real-time. It is a very time consuming process because not 

all the CAs know each other. Multiple certificates are 

required to be validated even by the CA themselves. It is 

believed that a successful digital signature model would 

leverage the existing infrastructure and business processes 

to ensure trust in financial transactions. A significant 

investment is required to establish a proper signature 

model. 

The ABDS model integrates digital signatures into the 

existing financial transaction process model. For example, 

the cardholder registers their public key with other 

information such as telephone number, address, etc. in the 

bank account record. It means the public key used for the 

verification of digital signature is stored in the Financial 

Institutions (FI) account record. This model can eliminate 

the requirement of CA in the verification process because 

the digital signature is verified by the FIs. The ABDS 



model is not limited to one payment type. It can support 

many payment methods such as E-Check payment, Credit 

Card payment and other account-based payments. In 

addition, this model can reduce the cost of issue and 

maintenance the digital certificate. 

 

1.2 Contribution of the paper 

 

Many secure card-based payment systems have been 

proposed in recent years. Mainly, they are going into two 

different directions. Some systems are focusing on the 

convenience by compromising certain security 

requirements. They tend to rely more on SSL and away 

from SET for example. The X9.59 is a payment protocol 

which can balance between security and simplicity. We 

propose a system which is based on this standard and 

added some modifications and enhancements. The X9.59 

standard can eliminate the requirement of CA. It utilizes 

the existing financial payment network and uses less 

encryption mechanisms during the payment process. 

However, X9.59 is inefficient in the area that requires the 

transfer of the Signed Payment Object from Merchant 

Financial Institution (MFI) to Consumer Financial 

Institution (CFI) occupying the existing financial network. 

Moreover, it uses existing payment network to exchange 

the signature on merchant public key which is signed by 

the CFI. 

 

CONSEPP [9] is a payment protocol which is also 

based on X9.59 standard. It proposed a merchant 

authentication method with the input of X9.59 during 

payment cycle and a lightweight method for merchant’s 

public key transfer from MFI to consumer. However, the 

CONSEPP has not yet solved the limitations of X9.59. It 

requires some addenda records adding in the existing 

financial messages. Moreover, more addenda records are 

required to be added in existing financial messages in 

order to transfer the signed merchant public key from CFI 

to consumer. This paper presents a new technology in an 

attempt to solve the limitations of X9.59 and CONSEPP. 

In addition, the proposed system defines the objects which 

are not included in the original X9.59 standard. 

 

2. Protocol architecture of ANSI X9.59-2006 
 

The X9.59 is a multi-purpose account based electronic 

payment model used in E-Commerce for the Financial 

Services Industry. It was first introduced by Lynn and 

Anne Wheeler [10] in 1997 and it was approved on May 

24, 2006. This standard eliminates the use of other 

complex payment mechanisms and keeps it simple. It 

utilizes the existing infrastructures during payment cycles 

much more and better than the other payment systems. It 

defines a collection of secure payment objects that offer 

authentication, integrity and prevention of replay during 

the payment process. However, this standard only focuses 

on Payment Object delivery, for example, Signed 

Payment Object, Payment Ack Object and Payment 

Consideration Ack Object are transferred between 

consumer and merchant. Other functions in electronic 

payment system such as Merchant Authentication, 

Shopping Experience, Payment Negotiation, etc. are out 

of the scope of this standard. 

 

2.1 Secure Payment object in X9.59 

 

The signed payment object which is shown in Table 1 

is a core component in X9.59. This standard uses digital 

signature techniques to secure the payment object. The 

consumer generates a payment object during the payment 

cycle and signs this payment object using consumer’s 

private key. Then the CFI uses the consumer’s public key 

to verify the Signed Payment Object. The key pair is 

generated during consumer registration phase and the 

public key is stored in the CFI account record like other 

consumer account information. 

 

Table 1: Data fields in X9.59 Signed Payment Object 

Field Name Filed Description 

StandardVersion X9.59 protocol version 

Object_Type Type of object 

Paycode Payment instruction to merchant 

PrcC Customer account number 

LUID (customer) locally unique identified 

PrcM Merchant account number/id 

PaydataC Currency type and transaction amount 

DateS Transaction date/time as generated by 

the consumer 

DateE Account expiration 

H{OD} Hash of order details 

SigPayObject Digital signature of X9.59 signed 

elements 

 

The X9.59 uses Payment Routing Code (PRC) in the 

payment object instead of the actual credit card number. 

The PRC is not a one-time-used number. It is generated 

by CFI in the account setup procedures. The Signed 

Payment Object is transferred from the consumer to the 

merchant in plain text format and is used to construct the 

authorization request message. Although the PRC can be 

seen or attacked by a third party, the payment object 

cannot be used without the consumer’s signature for each 

party. With the Signed Payment Object, the transaction 

can maintain the integrity and non-reputation security 

schemes. The LUID can be used in prevention of the 

replay attack of the transaction. There is a sequence 

number generated by the consumer for each payment. 

 

 



2.2 Basic payment flow 

 

There are four participants in the X9.59 card-based 

payment process. The consumer, also named cardholder 

wants to buy products or services on the Internet. A 

merchant or card acceptor provides goods or services in 

their online store. The Consumer’s Financial Institution 

(CFI) is referred to as the issuer bank which issues credit 

card to the consumer. In X9.59 standard, the CFI 

generates the key-pairs for the consumer in account setup 

phase. The Merchant’s Financial Institution (MFI) is 

referred to as the acquirer bank, merchant bank or acquirer. 

The MFI holds the merchant account and acts as payment 

gateway between the merchant and existing credit card 

payment system. 

The X9.59 payment object supports different payment 

methods such as electronic check, debit card, credit card, 

etc. This paper shows the most commonly used payment 

methods, the credit card payment to cooperate with X9.59 

payment object. A generic card-based payment flow is 

given in Figure 1. The consumer selects the desired item 

as before using some shopping experience protocols such 

as IOTP [11], OFX [12]. Before the purchasing activities 

occur, the consumer should authenticate the merchant by 

using existing mechanism such as X.509 [ 13 ]. The 

consumer builds the order detail document, computes hash 

of order detail, builds X9.59 payment object using trusted 

electronic wallet. Then the consumer transfers the order 

detail document and X9.59 Signed Payment Object to 

merchant. The merchant verifies the object and creates 

authorization request message with X9.59 addenda 

records and transfers to MFI. 

 

 
 

Figure 1: The basic payment flow in X9.59 

 

The MFI creates an ISO 8583 authorization request 

message with the copy of X9.59 addenda records and 

sends it to CFI. The ISO 8583 standard is an interchange 

message specification and designed for the financial 

transaction card originated message. It is used for 

exchanging the electronic transactions made by the 

cardholder using payment card. The CFI recreates the 

X9.59 payment object and verifies the consumer’s 

signature using the consumer’s public key which is stored 

in CFI via the consumer account setup procedure. The CFI 

returns the standard authorization response message to 

MFI either approved or declined through existing 

financial payment network. Then the MFI forwards the 

standard authorization response message to the merchant; 

and the merchant sends the Signed Payment Ack Object to 

the consumer. 

 

2.3 Mapping between X9.59 and ISO 8583 

 

One of the goals in X9.59 is to utilize the existing 

infrastructure as much as possible during the payment 

cycle. In the card payment process, this standard will 

work with other interchange protocol such as ISO 8583 to 

complete the payment process. The data elements in 

X9.59 should be mapped into the standard authorization 

request message defined in ISO 8583. Moreover, some 

addenda records are required to be added into this 

message to fulfill the standard. The mapping between 

X.59 and ISO8583 is shown in Table 2. 

 



Table 2: The Mapping between X9.59 and ISO8583 
X9.59  

Signed Payment 

Object 

ISO 8583  

Authorization Request Message 

Addend

Record 

 BN  Len  

StandardVer. 16b    Y 

Paycode 16b    Y 

PrcC 2 Primary Account 

Number 

19 N 

LUID  16b    Y 

PrcM 42 Card acceptor 

identification code 

15 N 

PaydataC 4 

49 

Amount, transaction 

Currency code, 

transaction 

12 

3 

N 

DateS  64b    Y 

DateE 14 Date, expiration 

(YYMM) 

4 N 

H{OD} 16b    Y 

SigPayObject 328b    Y 

 

Those X9.59 addenda records are transmitted along 

with the standard authorization request message and 

moved into the new ISO bit. Other X9.59 data elements 

such as PrcC, PrcM, PaydataC and DateE use the existing 

fileds to store the values. For example, the PRC is stored 

in the ISO bit number 2 which is used to store the primary 

account number in traditional message.  

 

2.4 The X9.59 advantages and disadvantages 

 

The ideas or the goals of the X9.59 standard are to 

simplify the payment flow and to utilize the existing 

infrastructure as much as possible in the electronic 

payment system. It avoids the used of complex 

mechanisms and reduces participants during the payment 

cycle. There are several characteristics or advantages in 

the X9.59 standard. It tries to eliminate the requirement of 

Certificate Authority (CA) by using account authority. For 

example, the public key which is used to verify the 

consumer’s signature is stored in the CFI account record. 

Therefore the problems about consumer certificate 

distribution and revocation which are the drawbacks in 

certificate-based system are eliminated. In addition, the 

implementation or deployment cost will be reduced 

because consumer certificate is no longer required. Using 

the Payment Routing Code (PRC) can protect the credit 

card number because it is not shown in payment cycle. 

X9.59 uses PRC which is generated by CFI instead of 

using the actual credit card number in the payment cycle. 

Although the PRC with other data elements are sent to 

merchant without encryption, unauthorized users cannot 

use the PRC without accompanying a digital signature 

issued by the consumer. In X9.59, encryption requirement 

is minimal during the online payment cycle. Less 

encryption process reduces the transaction processing time 

and eliminates the key distribution problems.  

 

Although there are many advantages in X9.59, several 

limitations are included in the standard. Modifications of 

ISO 8583 are needed because the Signed Payment Object 

is verified by CFI. Therefore, some addenda records are 

required to be added into the existing interchange protocol 

which is transmitted between MFI and CFI. However, it is 

difficult to make the modifications with some well 

branded credit card companies such as Visa and 

MasterCard. In addition, the X9.59 does not provide any 

merchant authentication mechanism. It uses other methods 

such as X.509 to fulfill this security scheme.  

 

3. Efficient and Secure Card-based Payment 

System 
 

The new proposed Efficient Secure Card-based 

Payment System (ESCPS) is based on ANSI X.959-2006. 

It provides the solutions to solve the limitations of X9.59 

and it has some extra features on top of the X9.59. The 

ESCPS also defines additional functions that are not 

included in the X9.59 standard. 

 

3.1 ESCPS payment flow 

 

The ESCPS payment flow is based on X9.59 and 

makes some modifications to eliminate the limitations of 

X9.59. The merchant sends a Signed Invoice Object (SIO) 

with its signature to the consumer after the consumer 

clicking the check-out button. The merchant’s public key 

is stored in the SIO and it can be retrieved by the 

consumer. The consumer creates a Signed Payment Object 

(SPO) in which the SIO is embedded and sends it to the 

merchants. The merchant then constructs a Signed 

Authorization Request Object (SARO) and sends it to the 

MFI. In the X9.59 standard, the consumer signature in 

SPO is verified by the CFI. But in the ESCPS, most of the 

verification process is done by MFI. The MFI acquires the 

consumer’s public key and requests the signature service 

from the CFI web service interface through Simple Object 

Access Protocol (SOAP). Then, the MFI uses the 

consumer’s public key to verify the consumer signature 

stored in the SPO. The MFI also verifies the SIO which is 

embedded in the SPO using merchant’s public key. The 

merchant’s public key is stored in the MFI during 

merchant account setup phase. After the verification 

process, the merchant constructs a standard ISO 8583 

authorization request message without addenda records 

and sends it to CFI through the existing financial network. 

When the CFI receives the message, it maps the PRC to 

the actual credit card number and goes through the 

internal authorization policy rules. Then the CFI returns 

the authorization response message to MFI either 

approved or declined through existing financial network. 

The MFI creates a Signed Authorization Ack Object 

(SAAO) with MFI’s signature and sends it to the 



merchant. In addition, the SAAO also includes the 

signature on the merchant’s public key which is signed by 

CFI. After the merchant verifies the signature in SAAO 

using MFI’s public key, the merchant creates a Signed 

Payment Ack Object (SPAO) with CFI signature and 

relays it to the consumer. The consumer can use the 

signature signed by CFI to verify the merchant’s public 

key. If the merchant’s public key is valid, the consumer 

uses the merchant’s public key which is retrieved from 

SIO to verify the SPAO. 

All the defined objects in ESCPS are signed by the 

owner. Each object is verified by the recipient using the 

public key of create owner. The participants in the ESCPS 

cannot alter the signed objects during payment cycle and 

repudiate the transaction after completing the transaction. 

The ESCPS provides a simple method to exchange the 

public key between each participant. Therefore, the 

ESCPS can keep the payment cycle simple and efficient. 

3.2 Signed objects in ESCPS 

 

There are five signed objects which are shown in 

Figure 3 defined in ESCPS. The Signed Invoice Object 

(SIO) is used in merchant authentication process. It 

includes the merchant’s public key (MPK) for the 

consumer to verify the Signed Payment Ack Object 

(SPAO). The Signed Authorization Request Object 

(SARO) is used for merchant to ask the authorization 

request from MFI. Then the MFI sends the response code 

through Signed Authorization Ack Object (SAAO) to 

merchant. 

The SAAO also includes the CFI signature on MPK. 

The CFI signature can be used to verify the MPK by the 

consumer. Finally the merchant sends the Signed Payment 

Ack Object to consumer to complete the transaction. The 

consumer uses the valid MPK to verify the SPAO. 

 

 

 
Figure 2: The payment flow defined in ESCPS 

 



 
 

 
 

 
 

Figure 3: Five signed objects defined in ESCPS 

 

The Signed Invoice Object (SIO) is a new object 

defined in the ESCPS. It includes the merchant 

information, hash of order details and the merchant’s 

public key (MPK). The SIO is returned after signed by the 

merchant using their private key. The consumer retrieves 

and stores the MPK from the SIO. In this stage, the MPK 

does not be perform any verification. However, the MPK 

will be verified using the signature signed by CFI when 

the consumer receives the SAAO.  

A binary copy of the SIO is embedded in the Signed 

Payment Object (SPO). The SPO is created and signed by 

consumer and returned to the merchant. The merchant 

does not need to verify the SPO. The SPO will be verified 

by the MFI when the MFI receives the SARO. 

The SARO is nothing but it is the SPO with the 

merchant signature. The merchant sends the SARO to 

MFI for requesting the authorization of transaction. The 

MFI retrieves the SPO from the SARO and retrieves the 

SIO from the SPO. It can use the MPK to verity the SIO 

and use the consumer’s public key (CPK) to verify the 

SPO. The MPK is stored in the MFI account record like 

other merchant account information such as merchant ID, 

Telephone number, address, etc. The CPK can be acquired 

from CFI through the CFI’s web service interface. 

Subsequently the MFI constructs the standard 

authorization request message and sends it to CFI through 

the existing financial network. 

When the MFI receives the authorization request 

message from the CFI, the MFI creates and signs the 

Signed Authorization Ack Object (SAAO). Before 

creating the SAAO, the MFI sends the MPK to CFI’s web 

service interface for requesting the MPK signing service. 

The CFI signs the MPK using its private key and sends 

back to MFI. The SAAO includes the signature on MPK 

and sends it to the merchant. 

The merchant creates and signs the Signed Payment 

Ack Object (SPAO) which includes the signature on MPK 

signed by CFI, and sends it to consumer. The consumer 

verifies the MPK which is retrieved from SIO with the 

signature from CFI. If the signature is identical, the 

consumer can use the MPK to verify the SPAO and 

complete the process. The contents summary of each 

object is shown as follow: 

 

SIO={[IO] + [H(IO)]SignM} 

SPO={[SIO]+[PO] + [H(SIO+PO)]SignC} 

SARO={[SPO] + [H(SPO)]SignM} 

SAAO={[AAO] + [H(AAO)]SignMFI} 

SPAO={[PAO] + [H(PAO)]SignM} 

 

The relationship between objects and participants is 

shown in Table 3. For example, the SPO is created by 

consumer and verified by MFI. The consumer’s public 

key is acquired from the CFI’s web service interface. 

 

Table 3: Relationship between Object and participant 

Public Key Object Created 

by 

Verified 

by From Through 

SIO Merchant MFI MFI Account 

Setup 

SPO Consumer MFI CFI CFI’s Web 

Service 

Interface 

SARO Merchant MFI MFI Account 

Setup 

SAAO MFI Merchant MFI Account 



Setup 

SPAO Merchant Consumer Merchant SIO/CFI 

 

3.3 Integration issues 

 

ESCPS is designed to be a standard application 

package integrated with existing traditional credit card 

system and Web Service Broker. The Host System 

Module in the ESCPS is an interface to access the existing 

systems. 

The existing traditional credit card system which is 

hosted in MFI should have the interface to expose the 

service, which is used by ESCPS for online authorization. 

In banking industry, X.25 is usually used as a 

communication protocol between host system and external 

system. The ESCPS can use this interface to utilize the 

existing financial infrastructure. Web Service interface 

has to be included in the ESCPS as it can invoke the Web 

Service in CFI. Service-Oriented Architecture (SOA) is 

used because it has many features such as loose coupling, 

dynamic discovery of Web Services, etc. Web Service 

Broker is to be used to integrate with ESCPS. The CFI 

publishes their Web services to Service Broker (SB). The 

MFI finds the correspondent Web Service through the SB 

based on criteria and category such as Payment Routing 

Code and hence obtains the consumer’s public key. 

 

4. Advantages of ESCPS 
 

The ESCPS takes full advantages of X9.59 and 

provides two extra benefits. First, the ESCPS does not 

require any addenda record to be added in ISO 8583 

message. In X9.59, the consumer’s signature is verified by 

CFI so that it requires the Signed Payment Object to be 

sent to CFI from MFI. Thus six records are required to be 

added into the traditional message. In ESCPS, however, 

most of the verification is done by MFI. No new records 

are required to be added into the existing message such as 

authorization request message between MFI and CFI. 

Second, the merchant authentication process is 

embedded in the payment cycle. In the beginning of 

payment process, the merchant sends a Signed Invoice 

Object (SIO) to the consumer. The SIO is signed by the 

merchant and includes the merchant’s public key. The 

consumer does not need to verify the SIO. The consumer 

only embeds the SIO in the Signed Payment Object (SPO) 

and sends it to the merchant. The merchant constructs the 

Signed Authorization Response Object (SARO) and sends 

it to MFI. The MFI retrieves the SIO and SPO from 

SARO and verifies the merchant signature by the 

merchant’s public key which is stored in MFI. Moreover, 

the MFI uses the consumer’s public key which obtains 

from the CFI’s web service interface to verify the 

consumer’s signature. If it is valid, the MFI creates a 

standard authorization message and sends it to CFI. The 

consumer can authenticate the merchant by using the 

verified merchant’s public key which is retrieved from 

SIO and authenticated by the CFI signature on MPK to 

verify the Signed Payment Ack Object (SPAO). 

The ESCPS is more cost effective and interoperable 

compared to other electronic payment protocols because it 

utilizes the existing infrastructures and traditional 

financial messages during the payment cycle. In addition, 

the ESCPS provides features that are not found in X9.59. 

For example, the Signed Invoice Object (SIO), the Signed 

Authorization Request Object (SARO), Signed 

Authorization Ack Object (SAAO) etc. The ESCPS also 

provides a method for the consumer’s public key transfers 

from CFI to MFI and a method for merchant’s public key 

transfers from the merchant to the consumer. 

 

5. Performance Evaluation 
 

Holosofx Workflow BPR was used to build three 

simulation models. One is the typical payment protocol of 

CBDS, the SET. The others are the ABDS payment 

system, the X9.59 and the proposed system, ESCPS. The 

tasks defined in each simulation model are based on each 

payment protocol specifications. Examples are message 

flow, the number of participants, the number of object 

signing processes, the number of signature verification 

processes. Each model processed 10,000 transactions for 8 

different workload situations; from an average of one 

transaction per eight seconds to one per second. Therefore, 

the workload can be scaled up eight times. The average 

cycle time and average process time are selected for the 

performance evaluation in each simulation model. 

 

5.1 System parameters and assumptions 

 

The system parameters for simulation model which are 

related to the encryption and hash algorithms are obtained 

from Microsoft Enhanced Cryptographic Provider and are 

implemented in a Windows XP platform running on an 

Intel Core2Dual E6300 computer. The experiment uses 

the RSA 2048-bit encryption in the PKI supporting 

services. MD5 is used for the hash algorithm in message 

digest. 128 bits Triple DES algorithm is used for 

symmetric encryption and decryption. 

There are some assumptions made in the simulation 

modes. The network traffic and the communication time 

between each participant are neglected. The 

communication time within the existing financial network 

is not considered. All the tasks between each party defined 

in the three models are processed automatically. The 

starting point of the three models is at the moment right 

after the cardholder initiated the check-out function. 

Therefore, the on-site shopping processes are not included 

in the simulation models. 

 



5.2 Result of the performance evaluation 

 

The statistics are collected after 10,000 transactions 

have been processed in each model and in each workload 

situation. Figure 4 summarizes the average cycle time and 

process time comparison by using three payment 

protocols in eight kinds of workload. 
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Figure 4: Average time to complete the payment cycle 

 

According to the figure 4, the ESCPS is about 58 percents 

faster than SET. Although the X9.59 is the fastest payment 

protocol among the three simulation models, it does not 

provide the basic security schemes such as merchant 

authentication. An evaluation of the three simulation 

models is shown in Table 4. 

 

Table 4: Evaluation of three payment protocols 

 SET X9.59 ESCPS 
Identification Yes Yes Yes 

Confidentially Encryption Using PRC Using PRC 

Authentication:    

 Cardholder Yes Yes Yes 

 Merchant Yes No Yes 

Integrity:    

 Cardholder Yes Yes Yes 

 Merchant Yes No Yes 

Non-repudiation:    

 Cardholder Yes Yes Yes 

 Merchant Yes No Yes 

CA involved Yes No No 

New fields required 

in existing message 

No Yes No 

Cost High Low Low 

 

The ESCPS provides similar functions to SET but the 

processing time of ESCPS is faster than SET. The cost of 

ESCPS for system implementation, system maintenance 

and operation is less than SET because it can do without 

the CA. ESCPS is hence an efficient payment system. It 

balances the security, simplicity and cost for each party. 

 

6. Conclusion 
 

We proposed a new card-based payment system called 

Efficient and Secure Card based Payment System 

(ESCPS). It is based on ANSI X9.59-2006 standard. 

ESCPS supports many security schemes such as 

identification, confidentiality, authentication, integrity and 

non-reputation. ESCSP is also an effective payment 

system because it fully utilizes the existing payment 

infrastructures and provides security schemes on par with 

SET. Unlike the X9.59 standard, it does not require any 

changes in the existing payment infrastructure. It also 

provides a way for the MFI and consumer to authenticate 

each participant during payment cycle. Although ESCPS 

is designed for the B-to-C payment model, it can be used 

for the B-to-B and B-to-G with little modifications. 
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